WH®OPMALMOHHAA MAMATKA
OnA OBYYAKOLLIKUXCA And PASMELLEHNA
HA O®PULIMATBbHbLIX MHTEPHET-PECYPCAX

C kaxpgblM rogomM MOSOAEXM B WHTEPHETE CTaHOBWUTbCS OOnblue, a LUKOSIbHUMKUM OOHW U3 CaMbiX
aKTUBHbIX Nonb3oBaTtenen PyHeTa. Mexay Tem, NOMMMO OFPOMHOIO KONMYECTBa BO3MOXHOCTEN, UHTEPHET
HeceT 1 Npobnembl. ITa NamATka 4OMKHA NoMoYb Tebe 6Ge30nacHO HaxoauTLCS B CETU.

KomnbloTepHble BUpYChI

KoMnbtoTepHbIi  BMPYC - 3TO  PasHOBMOHOCTb  KOMMLIOTEPHBLIX  MPOrpamMM,  OTIIMYUTENbLHOM
0COBEHHOCTLIO KOTOPOMN SIBRSIETCS CMOCOBHOCTb K pasMHOXEHWI0. B fonornHeHne k 3TOMY, BUPYCbl MOTyT
NoBpeaUTb UMK NMOSTHOCTLI YHUYTOXMTb BCe (halirnbl U AaHHbIE, NOAKOHTPOSIbHBLIE NOMbL30BaTEN0, OT UMEHU
KOTOporo Obina 3anylleHa 3apaxeHHas nporpaMma, a Takke MOBpeauTb WM Jaxe YHUYTOXUTb
orepaLuoHHY0 CUCTEMY CO Bcemu charinamu B Lenom. B GonbLlUMHCTBE CriyyaeB pacnpoCTpaHsoTCs BUPYCHI
yepes VHTEPHET.

MeToabl 3aWnTbl OT BPEAOHOCHBIX MPOrpamm:

1. VlCﬂOﬂb3yI7I COBpEMEHHbIe onepaunoHHble CUCTEMbI, UMetoLne Cepbe3HbIl7I YpOBEHb 3aWUTbl OT
BPEOOHOCHDbIX NMporpamMm;

2. NocTosiHHO ycTaHaBnuBam navtu (UndpoBblie 3annaTky, KOTOpble aBTOMaTUYECKM YCTaHaBNMBAKOTCA
C uenbto gopaboTku nporpamMmbl) U Apyrne OOHOBMEHWSI CBOEW OMepauuoHHOW cuctembl. CkaumBan mx
TONbKO C ohmLmansHOro canta paspaborumka OC. Ecnum CcyLlecTBYeT pexxum aBToMaTtny4eckoro oGHOBMNeEHWS,
BKIOYU €rO0;

3. Pabotan Ha cBoem KOMMNbOTEPE NOA4 NnpaBaMn MNonb3oBaTtesnid, a He aadMUWHUCTpaTopa. 970 He
no3BOJINT 60]'IbLIJl/IHCTBy BPEAOHOCHDbIX NMporpamMmm MHCTannmpoBaTbCA Ha TBOEM NepCoHaribHOM KOMMNbHOTEPE;

4. Vcnonb3yn aHTMBMPYCHble MpOrpaMMHblE  NPOAYKTbl  M3BECTHbIX MPOW3BOAMTENENn, C
aBTOMaTMyeckum obHoBneHnem 6as;

5. OrpaHuyb pranyeckunii 4OCTYN K KOMMNbOTEPY AN NOCTOPOHHMX NNL;

6. Vicnonb3yn BHellHMe HocuTenu nHdopMauun, Takme Kak dnewuka, AUCK unn dann M3 UHTEepHeTa,
TOSbKO U3 NPOBEPEHHBIX NCTOYHWUKOB,

7. He oTkpbiBan KOMMbOTEPHbIE ddalsbl, NONYYEHHbIE N3 HEHAAEXHbIX UCTOYHUKOB. Jaxe Te channsbl,
KOTOpble npucran TBOW 3HaKOMbIN. JTy4lle YyTOYHW y HEero, oTNpaBnsa v oH Tebe nx.

Cetn WI-FI

Wi-Fi - 3T0 He BuA nepegayn gaHHbIX, HE TEXHOMOIWSA, a Bcero nuuwb 6pena, mapka. Ewe B 1991 rogy
HuaepnaHackas komnaHusa 3apernctpmposana 6peHag "WECA", uto ob6o3Havano cnosocoyetaHme "Wireless
Fidelity", koTopbIi nepeBoguTcs Kak "6ecnpoBogHasi TO4HOCTL".

[lo Hawero BpemeHn gowna gpyrasi abbpeBunatypa, KoTopas SBNSETCA TakOW XXe TEXHornorven. JT1o
abbpesunartypa "Wi-Fi". Takoe Ha3BaHue GbINO 4aHO C HAMEKOM Ha CTaHAApT BbICLUEN 3BYKOBOW TEXHWUKM Hi-
Fi, yTo B nepeBofe 03Ha4aeT "BbiCOKasi TOMHOCTL".

[a, 6ecnnaTHbIA MHTEPHET-A0CTYN B Kade, OTENSX U aspornopTax ABMSETCS OTANYHOW BO3MOXHOCTbLIO
Bbixo4a B MHTepHeT. Ho MHorme akcnepTbl cumTalT, 4Yto obuepocTtynHole Wi-Fi cetm He saensiotcs
6e3onacHbIMMW.

CoBeTbl No 6e3onacHocT paboTbl B 06WwenocTynHbix cetsax Wi-fi:

1. He nepepgaBan cBO nu4Hyl nHdopmaumio vyepes obwenoctynHole Wi-Fi cetn. Pabotasa B Hux,
XenaTernbHO He BBOAWUTL Naponv A0CTyna, NOrnHbl U KakMe-To HOMepa;

2. Vicnonb3yn 1 obHOBMSN aHTMBMPYCHbIE Nporpammbl 1 6paHamayep. Tem cambiM Thl o6e3onacullb
cebs1 OT 3aKayku BUpyca Ha TBOE YCTPONCTBO;

3. Mpu ncnone3osanum Wi-Fi otkntoun cpyHkumio "O0wmii goctyn k davnam v npuHtepam”. daHHas
YHKLUMSA 3akpbiTa MO YMOMYaHWK, OOHAKO HEKOTOpble MOMb3oBaTenu akTUBUPYKOT ee Ana ygobcTea
ncnonb3oBaHusi B pabote unm yyebe;



4. He wcnonb3yn nybnuuneii WI-FI gna nepegaum nuyHbIX OaHHbIX, Hanpumep Ans Bbixoda B
coumanbHble CETU UMK B SNEKTPOHHYIO MOYTY;

5. Wcnonb3yn Tonbko 3awmiieHHoe coeauHeHune depe3 HTTPS, a He HTTP, T.e. npu Habope Beb-
agpeca BBoau uMmeHHo "https://";

6. B MobOunbHOM TenedoHe oTknoum doyHkumto "lMogkntodeHne k Wi-Fi aBTomatuyeckn”. He gonyckam
aBTOMAaTMYECKOro NoakmnoyeHns yctponctaa k cetsam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTu

COLI,I/IaJ'IbeIe CETU aKTUBHO BXOOAT B HALWUY XW3Hb, MHOIMe noan pa60Ta+0T N XNBYT TaM NOCTOAHHO, a
B Facebook yxe 3aperMctpypoBaH MunnuMapg YenoBeK, YTO SBMASIETCA OOHOW CeobMOWN BCEX XuUTenen
nnaHeTbl. MHOrMe nNonb3oBaTeny He MOHUMALOT, YTO MHAOPMALUS, pa3MeLLEeHHas UMW B COLMarnbHbIX CETSAX,
MOXET ObITb HangeHa 1 UCMonb3oBaHa KeM YrogHO, B TOM Yucre He 0653aTenbHO ¢ 6narmmm HamepeHusmu.

OcHoBHble coBeTbl MO 6€30MacHOCTM B COLMArbHbIX CETAX:
1. OrpaHunyb cnncok gpysen. Y 1ebs B Apy3bsx He AOMKHO BbiTb CryYanHbIX U HE3HAKOMbIX NOAEN;

2. 3awumilan cBol YacCTHYH XU3Hb. He ykasbiBai naponu, TenedoHsl, agpeca, AaTy TBOEro poXaeHUs
W OPYryro NIMYHY0 MHpopMauuo. 3noymbILLINIEHHMKM MOTYT UCMONb30BaTh AaXe MHAOPMAaLMIO O TOM, KakK Tbl
1 TBOW poamUTENN MIIaHNPyeTe NPOBECTU KaHWKYIbI;

3. Bawmwan ceot penyTauuio - epXu ee B YACTOTe U 3agasan cebe Bonpoc: xoten Obl Tbl, YTOObI
Apyrve nonb3oBaTenu BuAenu, 4YTo Thl 3arpyxkaewb? [logyman, npexge 4em 4TO-TO OnybnukosaTb,
HanucaTtb 1 3arpysnTb;

4. Ecnn Tbl roBopuilb C J1l0AbMW, KOTOPbIX HE 3HaEllb, HE VICI'IOJ'Ib3YI7I CBO€e pealibHOe UMA U Opyryr
JINYHYHO VIHCbOpMaLI,VII/IZ M4, MECTO XUTEJTbCTBA, MECTO yqe6b| n npo4ee,

5. N36eran pasmellenns cgotorpacui B VIHTepHeTe, rae Tbl n3obpaxeH Ha MEeCTHOCTU, MO KOTOPOM
MOXHO ONpeaenuTb TBOe MECTOMNOMNOXEHNE;

6. Mpu perMcTpaummn B coumanbHON ceT HeoBX0AMMO UCMONb30BaTh CIIOXKHbIE Naposiv, COCTOSILLME U3
GYKB M LUMP 1 C KONTMYECTBOM 3HAKOB He MeHee §;

7. Ans coumanbHOW ceTun, NOYThl U OPYrNX CanToB HEOBXOAMMO MCMONb30BaTh pasHble naponu. Torga
ecnuv Tebs B3NOMaloT, TO 3NOYMbILLUNEHHUKM NoyYaT 4OCTYN TONbKO K OOQHOMY MECTY, a He BO BCe cpaasy.

OneKTPOHHbIE AeHbIN

ONEKTPOHHbIE AEeHbMM - 3TO O4YeHb YAOOHbIM cnocob nnatexewn, OQHAKO CyLLECTBYHOT MOLLEHHUKHN,
KOTOpble XOTAT NOMyYnTb 3TN AEHbIW.

SJ'IGKTpOHHbIe OEeHbIn NnosABUIMMCb coBCeM HeaBHO U UMEHHO M3-3a 3TOro BO MHOIMx rocygapcresax o
CUX NMOp He NponncaHo Npo HMX B 3aKOHax.

B Poccum ke oHM OyHKLMOHMPYIOT 1 O HUX Y)XXKEe NPOMUCaHO B 3aKOHe, rae NX pasgenstoT Ha HECKOMbKO
BWAOB - aHOHUMHbIE U HE aHOHUMHbIe. Pa3Huua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX paspeLlaeTcs
npoBoAMTb onepauuMn 6e3 uaeHTUUKaUMKM nomnb3oBaTtens, a B HEAHOHWMHbIX WMAEHTUdUKaLMS
nonb3oBaTens sABNsieTcs 06s3aTensLHON.

Takke crnedyeT pasnuyatb 3MEKTPOHHble huaTHble AEeHbrM (PaBHbl FOCYAapCTBEHHbLIM BasntoTam) U
3MEKTPOHHbIE HedhmaTHble AeHbIM (HE paBHbI FOCYAapCTBEHHbLIM BastoTam).

OcHoBHble coBeTbl N0 6e3onacHo paboTe C ANeKTPOHHLIMU AeHbramu:

1. MpuBSHXKM K cHeTy MOOUNbHLIN TenedoH. ATO cambli YOoOOHbIA U ObICTPLIA CNOCO6 BOCCTAHOBUTL
aocTyn K cyety. NMpuBAsaHHbIN TernedoH NOMOXET, ecnu 3abyaellb CBOWM NNaTeXHbIA Naponb Unn 3anaellb
Ha canT C He3HaKOMOro YCTPOWCTBA;

2. Wcnonb3yn opHopasoBble naponu. [ocne nepexoga Ha YCUNEHHYH aBTopu3auuio Tebe yxe He
OyneT yrpoxaTb ONacHOCTb KpaXky MW nepexesaTta nnaTexHoro napons;



3. Bbibepu cnoxHbin naponb. MNMpecTtynHukam Byaet He NpOCTO yragaTtb CrOXHbIA naponb. HagexHble
naponu - 310 Naponu, KoTopble cogepxaT He MeHee 8 3HaKoB W BKMYaoT B cebs CTpOYHbIE M MPONUCHbIE
OykBbl, UMMPLI U HECKONBbKO CMMBOMOB, TakMe Kak 3Hak gonnapa, (pyHTa, BOCKNMUAaTenbHbIA 3HaK U T.M.
Hanpumep, $tROng!;;

4. He BBOOW CBOM NNYHbIE AaHHbIE HA canTax, KOTOPbIM HE OBEpPAELUb.
sneKTpOHHaﬂ noyTta

OneKTpoHHas MoyTa - 3TO TEXHOMOMMS U NPedoCTaBlsieMble el YCIyru Mo Nepechisike U Nony4YeHuo
3MEKTPOHHbIX COOBLLEHMI, KOTopble pacnpedensioTcss B KOMMblOTEpHOW ceTu. OBbIMHO 3MEKTPOHHbI
MOYTOBbIA SALWMK BbLIMSOUT credylowmm obpasoM: WMs_Mosib3oBaTensd@umsl_aoMeHa. Takke Kpome
nepenayn NpocToro TeKcTa, UMeeTcsi BO3MOXXHOCTb NepedaBaTh haiinbl.

OcHoBHble coBeThl M0 6esonacHon paboTe ¢ ANEeKTPOHHOW NOYTON:

1. Hago BbIGpaTb NpaBuIibHbIA NOYTOBLIA CEPBUC. B MHTEpPHETE €CTb OrPOMHbIA BbIOOP GecnnaTHbIX
MOYTOBBIX CEPBMCOB, OAHAKO Nyylle JOBEPSATb TEM, KOro 3Ha€ELLb M KTO NepBbI B PENTUHTE;

2. He ykasbiBan B NWYHOW MOYTE NMYHYKO UMHdopmauuwo. Hanpumep, nyywe BbibpaTb
"My3blkanbHbIn_daHaTt@" unu "pok2013" BmecTto "Temal3";

3. Wcnonb3yn pgByxaTanHyto aBTopu3auuio. OTO Korga MNOMMMO Mapons HYXXHO BBOAMTb Kop,
npucbinaemoii no SMS;

4. Bbibepu cnoxHeln naponb. [nNsa Kaxaoro NOYTOBOro silMKa AOMKeH ObiTb CBOW HaaeXHbIN,
YCTONYMBLIN K B3NOMY Naporib;

5. Ecnun ecTb BO3MOXHOCTb HanMcaTb CaMOMY CBOW MMYHbINA BOMPOC, UCNOMb3YN 3TY BO3MOXHOCTb;
6. Mcnonb3ym HeECKONbKO MOYTOBBLIX AWMKOB. [lepBbil Ans 4acTHOW Mepenuckn C agpecaTamu,
KOTOpbIM Thbl AOBepseLlb. ITO 3ANEKTPOHHbIM aapec He Hago MCNomnb30BaTh NpU perncTpaummn Ha dopymax u

canTtax;

7. He oTkpbiBa channbl U Apyrne BrOXKEHUS B NUCbMax, Aaxe eCnu OHU NPULLNK OT TBOUX ApY3emn.
Jlydlie yTouHn y HUX, OTNpaBnsany nvM oHn Tebe atu hanneo;

8. Nocne okoH4YaHWs paboTbl HA NOYTOBOM CepBUCE Nepeq 3akpbiTUeM BKNadku ¢ cantoMm He 3abyab
HaxkaTb Ha "Bbintun".

KnbepOynnuHr unu supTtyanbHoe nsaeBaTenbCTBO

KnbepbynnuHr - npecnegosaHve CooOLLEeHMAMKW, COAepXKaliMMuM  OcKopbreHus, arpeccuio,
3anyrMBaHue; XynuraHcTBo; counanbHoe BONKOTUPOBAHUE C MOMOLLbIO Pa3fUYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbI M0 6opbbe ¢ KMBEePOYMIMHIOM:

1. He 6pocawica B 6on. Jlyqwmin cnocod: NOCOBETOBATLCA Kak cebs BECTU U, €Cnn HET TOro, K KOMY
MOXHO 00paTuTbCs, TO BHayane Yycrnokoutbcsi. Ecnu Tbl HayHelwb OTBeYaTb OCKOPONEeHMsIMM Ha
0oCKopOrneHust, TO TONMbKO elle BonblLle pasoXKellb KOH(IUKT;

2. Ynpaensu cBoen knbeppenyTtaumen;

3. AHOHMMHOCTb B CeTu MHMMas. CywecTByOT CnocOoObl BbISICHUTb, KTO CTOMT 3a aHOHWMHbIM
aKKayHTOM;

4. He cTonT BECTW XyNuUraHckunii obpas BMPTyanbHOW XnU3HWU. IHTepHET ouKCUpyeT BCce TBOM AENCTBUS
N COXpaHsEeT ux. YaanuTb Ux OyaeT KpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBolo BUPTYyarbHYI0 YeCTb CMOMoay;

6. WrHopupym eguHuW4HbIM  HeratuB. OpHopa3oBble OCKOPOUTENbHbIE  COOOLLEHMA  ny4lle
urHopupoBatb. OBbIYHO arpeccus MpeKkpaLlaeTcs Ha HavyanbHOW cTaauy;

7. BaH arpeccopa. B nporpammax obMeHa MrHOBEHHbIMW COOOLLEHMAMMU, B COLMAsbHbIX CETSX €CTb
BO3MOXXHOCTb GOKMPOBKM OTMNPaBKM COOBLLIEHMI C OnpeaeneHHbIX aapecos;



8. Ecnu Tbl cBuaeTenb kubepOynnuHra. TBOM OENCTBUS: BbICTYNUTb MNPOTMB MNpecrefoBaTens,
nokasatb €My, 4YTO €ero [AelCTBUS OLEHMBAIOTCA HeraTMBHO, MoadepXaTb >KEpPTBY, KOTOPOM HyXKHa
ncmMxonormyeckas MoMoLLb, COOOLLNTL B3POCTbIM O (hakTe arpecCUBHOIO NOBEAEHWS B CETU.

Mo6unbHbIN TenedoH

CoBpemeHHble cMapTdOHbI M NAaHWeThl cogepxaTt B cebe BMonHe B3pocnbii PyHKUMOHanN, 1 Tenepb
OHW MOTYT KOHKYpMpOBaTb CO CTauMOHapHbIMK KOoMMbloTepamn. OgHako, cpeacTs 3awmnTbl ANA NOAOGHbIX
YCTPOMCTB NOKa O4YeHb Mano. TeCTMpoBaHWE U MOUCK YS3BUMOCTEN B HUX MPOUCXOOUT HE TaK WHTEHCUBHO,
kak ans MK, 1o xxe camoe kacaeTcs U MOBUIbHBIX NPUMOXEHWIA.

CoBpeMeHHble MOGUIbHbIE Gpay3epbl yKe MNPaKTUYEeCKW [OrHanyM HacToNbHble aHaroru, O4HaKo
paclumpeHve yHKLMOoHarna BreYeT 3a coboi GonbLLY0 CIIOXKHOCTb M MEHBLLYIO 3aLLMLLEHHOCTD.

[aneko He Bce npoun3sogunTernin BbiNyCKakoT obHoBMEHMS, 3aKpbiBarwLWne KpUtn4eckme yAa3BMMOCTU
ana cBoUx yCTpOVICTB.

OcHoBHble coBeTbl Ans 6e30nacHOCTN MOBUITbHOIO TeJ'qu)OHaZ

Hnuero He saBnsaeTca no-Hactoswemy 6ecnnatHeiM. Byab ocTopoxeH, Beab korda Tebe npegnaratot
©ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbIThl KakMe-TO NraTHbIe YCnyru;

Oymaii, npexae yem otnpaButb SMS, hoTo Mnm Buaeo. Tbl TOYHO 3HaELb, rAe OHU ByayT B KOHEYHOM
utore?

HeobxogmMmo 06HOBNATL ONepaLMOHHY CUCTEMY TBOEro CMapTdoHa;
Vcnonb3yn aHTMBMpPYCHbIE NPOrpamMMbl ANst MOOUITbHBIX TenedgoHoB;

He 3arpyxall npunoxeHusi OT HEM3BECTHOIO MCTOYHMKA, BEAb OHU MOTYT coAepXaTb BPedOHOCHOe
nporpammHoe obecneveHue;

lMocne Toro kak Tbl BblAdelWlb C canTa, rge BBOAMM NUYHYD WHOpMauMio, 3aan B HACTPOMKU
Opay3sepa v yganu cookies;

I'Iepmo,qmqecr(m npoaepm?l, Kakue nraTtHble yCnyrn aktuBupoBaHbl HA TBOEM HOMeEpPE;
[aean ceon HOMeEpP MOOMMbHOTO Teﬂeq})OHa TONbKO NoAAM, KOTOPbIX Thl 3Haellb 1 KOMY OOBEPAELUb,

Bluetooth gomxeH ObITb BbIKMIOYEH, KOrda Tbl MM He nonb3yelwbcs. He 3abbiBan MHorga npoBepsiTh
aTo.

Online urpsbl

CoBpeMeHHbIe OHMaNH-UIPbI - 3TO KpacoYHble, 3aXBaTbiBalOLLME pasBreyYeHnsl, 0obeanHsIoWmne CoTHN
TbICSY YerioBeK Mo BceMy MUpy. MIrpoku nccneaytoT AaHHbIA MM MUpP, 0BLLatoTCs Apyr C APYroM, BbIMOMHSAOT
3aQaHnsA, CpaxarlTcs C MOHCTpamu M MOMy4yalrT OMbiT. 3a YOOBOMbLCTBME OHM NMATAT: MOKYNalT AMCK,
onnaynealoT aboHEeMEeHT 1N NPUoBpPEeTaloT KaknMe-To Onuuu.

Bce atu cpeactea MAyT Ha nogaepXaHume un pasButne Urpbl, a TakKXke Ha Camy ©e3onacHoCThb:
COBEPLIEeHCTBYHOTCA CUCTEMbl aBTOpu3aunn, BbiNYCKakOTCA HOBble MNaTtyn (LJ,VId)pOBbIe 3anaTtkn  ond
I'IpOI'paMM), 3aKpbIBaOTCA yA3BMMOCTU CepBEpOB.

B nogoOHbIx nrpax Ctout onacatbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXu TBOEro napond,
Ha KOTOPOM OCHOBaHa cuctemMma aBTopu3auunm SonblKnHCTBaA urp.

OcCHoBHbIe COBETbI MO 6€30MacHOCTM TBOENO UrpoOBOro akKkayHTa:

1. Ecnn gpyroi urpok Beget cebst nnoxo nnu cosgaet Tebe HeNnpPUATHOCTM, 3abNOKMpyn ero B Cnncke
UrPOKOB;

2. I‘Iomanyﬁcg agMUHUCTpATopaM Urpbl HA NJIOXoe NnoBegeHmne 3Toro Urpoka, XXenarterbHO NPUNoXNTb
KakKne-To AgoKasaTtenbCTBa B BUAe CKPUHOB;

3. He ykasbiBan nnyHyto nHdopmaumio B npodainne urpsl;



4. YBaxan gpyrux y4acTHUKOB Mo Urpe;
5. He yctaHaBnuBan HeoduymanbHble natym n Moael;
6. Ncnonb3yi CrioXHble 1 pasHble Naponu;

7. Oaxe BO Bpems Urpbl HE CTOMUT OTKIMOYaTb aHTMBUPYC. MoKa Tbl Mrpaellb, TBON KOMMbIOTEP MOTyT
3apasuThb.

PULWINHT unun KpaXxa NMNYHbIX OaHHbIX

O6bl4HOM Kpa>|<e|7| OeHer n JOKYMeHTOB cerogHsa yXxe HMKOro He yamBullb, HO C pa3BUTUEM UHTEPHET-
TEXHOMNOrNM 3MOYMbILUNIEHHUKN NepeMeCTUINNCb B MHTEPHET, U NPOAOIKAIOT 3aHUMMAaTbCA "NoGMMbIM" genom.

Tak nosiBunacb HoBasl yrpo3a: WHTEPHET-MOLUEHHMYecTBa WM OULLMHL, [MaBHas Lernb KOTOpOro
COCTOMT B MOSMy4YeHUN KOHpmaeHUManbHbIX aHHbIX NOnb3oBaTenen - NorMHoB 1 naposnen. Ha aHrnmnckom
a3blke phishing uMtaetcs kak domwmHr (ot fishing - peibHas noens, password - naporb).

OcHoBHbIe COBETbI N0 6opbbe ¢ PULLIMHIOM:

1. Cneam 3a cBouMm akkayHToM. Ecnu Tbl nopospeBaelub, YTO TBOS aHkeTa Obina B3rnoMaHa, TO
HeobXxoaMMo 3abrokMpoBaTh ee U CoobLWUTL aAMNHUCTPaTOpam pecypca 06 3TOM Kak MOXHO CKOpee;

2. Ncnonb3yi 6e3onacHble BeB6-canTbl, B TOM YAUCNEe, UHTEPHET-Mara3nHOB U NMOUCKOBbLIX CUCTEM;

3. Wcnonb3yin crnoxHble W pasHble naponu. Takum obpasom, ecnu TeGs B3noMatoT, TO
3/10YMbILLTIEHHMKM MOTyYaT A4OCTYN TOMbKO K OAHOMY TBOEMY MPOCWUIIIO B CETU, a HE KO BCEM;

4. Ecnun Tebsa B3nomanu, To HeO6XoAMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble AobaBneHbl y
Tebs B Opy3bsX, O TOM, 4YTO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro MmeHn Byaer paccbinarbcs cnam u
CCbISIKM Ha (PULLMHIOBLIE CanThl;

5. YctaHoBuM HagexHbin naponb (PIN) Ha MOOMNbHbIA TenedoH;
6. OTKnIOYM coxpaHeHne naponsi B bpaysepe;

7. He oTkpblBa hannbl U Apyrne BrOXKEHUS B NUCbMax, Aaxe eCnu OHU NPULLKU OT TBOUX ApY3emn.
Jlydlie yTouHn y HMX, OTNPaBnsAny nv oHn Tebe atu hanneol.

LndpoBas penyrtaums

Lindpoeas penytauusa - 3TO HeratuBHas WM MNO3UTMBHas wHGopmauma B cetu o Tebe.
KomnpomeTtupytowasa nHdopMauusl, pasMeLleHHas B MHTEPHETE, MOXET CEpbe3HbIM 00pa3oM OTpasvTbCs
Ha TBOeW peanbHOW XusHu. "LindpoBasa penytaums" - 3TO TBOWM MMUOXK, KOTOpbIA dpopMupyeTca U3
Hdopmaumm o Tebe B UHTEPHETE.

TBOE MeCTO XUTenbCTBa, y4ebbl, TBOE (PMHAHCOBOE MONOXeHMe, 0COBEHHOCTY XapakTepa U pacckasbl
0 GNU3KKX - BCE TO HaKanMBaeTCs B CETU.

MHorne nogpoCTKM NErKOMbICIIEHHO OTHOCATCA K MybrnmkaumMm nuyHon nHgpopmaumm B NHTepHeTe, He
NOHMMAas BO3MOXHbIX MOCMEeACTBUA. Tbl Oaxe He CMOXelb [foragatbCsad O TOM, 4TO dpoTorpadus,
pasmelleHHas 5 neT Hasag, cTana NpuMYnHOM OTKasa NpuHATbL Tebst Ha paboTy.

KoMMeHTapum, pa3MeLleHne TBomx dotorpaduini n apyrme AencTBUSA MOTYT HE MCYE3HYThb Aaxe nocne
TOro, KaK Tbl UX yOanuilb. Tbl HE 3Haellb, KTO COXpaHWN 3Ty MHGOPMaUMio, nonarna fii oHa B MOWCKOBbIe
CMCTEeMbl U COXpaHMNachb N OHa, a IMaBHoe: YTo NoAyMaloT 0 Tebe okpykatoLiue Nioaun, KoTopble HanayT u
yBUAAT 3T0. HaiT uHdopmMaumio MHOro NeT CrnycTs CMOXET ftoboi - Kak M3 Oo6pbix NoGyXaeHui, Tak 1 ¢
HamMepeHMeM NPUYMHNUTL Bped. OTO MOXKET OblTb KTO YroAHO.

OcHoBHble COBETLI MO 3awuTe undpoBon penytaumm:
1. Mogyman, npexae Yem 4YTo-TO Ny6rnMKoBaTh 1 NepeaaBaTh y cebs B Griore nnm B coumanbHOW CeTu;

2. B HacTporkax npoduns yCTaHOBWU OrpaHNYeHns Ha NPOCMOTP TBOEro NPocuna n ero CoOaAepXMmMoro,
caenaw ero Tonbko "ansa apysen”;



3. He pasmeLan n He ykasbiBa MHGOPMALUIO, KOTOpasa MOXET KOro-nmbo ockopbnsts nnm obmxarsb.

ABTOpCKOE NpaBo

CoBpeMeHHbIe LLIKONbHUKM - akTUBHbIE MOMb30BaTeNn LMdpoBOro npoctpaHcTea. OgHako Aaneko He
BCE 3HAIOT, YTO MOSIb30BAHME MHOMMMW BO3MOXHOCTSMU LMGPOBOro mupa TpebyeT cobntodeHust npae Ha
WHTENNeKTyarnbHyl COGCTBEHHOCTD.

Tele/IH "I/IHTe.I'IJ'IeKTyaJ'IbHaﬂ cobCTBEHHOCTL" OTHOCUTCS K pPa3siIt4HbIM TBOPEHNAM YenoBedYeCKoro
ymMa, Ha4dnHad C HOBbIX M306peTeHl/Il7I N 3HakoB, 00603Ha4aloLWMX COOCTBEHHOCTb Ha NPOAYKTblI N yCnyru, n
3aKaH4ynBaa KHUramm, CbOTOI'pa(*)VIFIMVI, KVIHOd)VIJ'IbMaMVI N My3blKalibHbIMX NpoOn3BeaEeHUAMN.

ABTOpCKME MpaBa - 3TO NpaBa Ha MHTENSeKTyasribHyl0 COOCTBEHHOCTb Ha MPOW3BEAEHUS! HayKu,
nuTepatypbl M UCKycCcTBa. ABTOpPCKME MpaBa BbICTynawT B KayeCcTBe rapaHTUM TOro, uTO
WHTENNeKTyarnbHbIA/TBOPYECKMI TPy aBTopa He ByaeT HanpacHbIM, AacT eMy CNpaBeAUBLIE BO3MOXHOCTU
3apaboTtatb Ha pe3ynsTatax CBOEro Tpyaa, MonyyuTb U3BECTHOCTb U npusHaHue. Hukto 6e3 paspelueHus
aBTOpa He MOXET BOCMPOM3BOAWUTL €r0 MpOM3BEOEHUE, PaCMpOCTPaHsiTb, MyGNMYHO AEMOHCTPUPOBATb,
npofaBaTb, MMMNOPTUPOBATb, MyckaTb B MPOKaT, Ny6rMYHO UCMOMHATb, NMoKasblBaTb/UCMONHATL B achupe unm
pa3mMellaTb B MIHTepHeTe.

VMcnonb3oBaHune "nupatckoro” nporpaMMHOro obecneyeHmst MOXET NPUBECTU K MHOTMM puUcKam: OT
noTepy AaHHbIX K TBOMM akkayHTam [0 GrnoKUMpOBKM TBOEro YCTPOWCTBA, fAe yCTaHOBMEHa HereranbHas
nporpamma. He ctout Takke 3abbiBaTb, YTO CyLLECTBYIOT NneranbHble 1 6ecnnaTHble NporpaMmMbl, KOTopble
MOXHO HaWTW B CETU.

O nopTtane
CeTeBnYOK.pch - TBOW rMaBHbLIN COBETYMK B CETU. 34€Cb Thl MOXELUb y3HaTb 0 6e30MacHOCTUN B CeTU

NOHATHLIM U OOCTYMNHbIM A3bIKOM, a Npn BO3SHNKHOBEHUN KpI/ITMLIeCKOIZ cutyauum 06paTI/ITbCF| 3a coseToMm. A
TakKXKe NMPUHATb y4acTne B KOHKypCax U CTtaTb CaMbiM LI,M(prBbIM Fpa)Kﬂ,aHMHOM!



